
 
 
 
 

 
 

 

Introduction 
 

The purpose of this guidance note is: 
 

1. To inform trainees and trainers of circumstances under which the 
College may be asked to disclose information held on ePortfolio to a 
third party without consent 

2. To provide guidance to trainees and trainers on how to enter 
information on ePortfolio whilst retaining the educational value 

 
Legislative  Background 

 
There are two legislative frameworks which govern the way that we process 
data held on ePortfolio. These are: 

 
• Data Protection Act 1998 
• Medical Act 1983 

 
Data Protection Act 1998 

 
The Data Protection Act 1998 regulates the use of personal and sensitive 
data. Personal data’ is defined in the Act as data which relates to a living 
individual who can be identified by the data that a data controller either holds, 
or is likely to come into possession of. This includes expression of opinion. 

 
The data controller of ePortfolio is the RCPCH and as such, the college has 
certain obligations in the way that it processes personal data to ensure 
compliance with the Act. 

 
A Data Subject is an individual who is the subject of personal data. In terms 
of ePortfolio, the most likely data subject will be the person using ePortfolio, 
usually the trainee. However, if reflective notes have not been fully 
anonymised, there may also be data relating to other data subjects such as 
patients, relatives or staff members. 

 
The Data Protection Act does not apply to data rendered anonymous in such 
a way that the data subject is no longer identifiable. 

 
Medical Act 1983 

 
Section 35A of the Medical Act 1983 states that, for the purpose of assisting 
the General Council or any of their committees in carrying out functions in 
respect of a practitioner’s fitness to practice, a person authorised by the 
Council may require a practitioner or any other person to supply such 
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information of produce such a document which appears relevant to the 
discharge of any such function. 

 
Data Subject Rights 

 
Under the Data Protection Act, data subjects have certain rights regarding the 
information that is being held about them. For more information, see the 
privacy notice on ePortfolio or summarised below: 

 
• Under section 7 of the Data Protection Act, an individual can submit a 

subject access request to find out what information is held by the 
College. We currently charge a £10 administration fee for subject 
access requests. 

 
 
 
 
Disclosure of Information 

 
Under our legislative requirements, there may be certain circumstances where 
we are asked to disclose information to a third party without the consent of the 
data subject because a Data Protection exemption applies. It is important that 
you are aware of these: 

 
1. Under section 35A of the Medical Act 1983, the GMC may ask us to 

release information held on ePortfolio in a case of fitness to practice 
2. We may receive a court order or coroners request to release 

information 
3. The Police may request that we release information on ePortfolio for 

crime prevention purposes 
4. We may be asked to release information by a patient subject access 

request, if the patient is identifiable. 
 
In all of these circumstances, access is not an automatic right. Each request 
will be judged on an individual basis, taking into account the validity of the 
request and any other further exemptions that may apply under section 7 of 
the Data Protection Act (more information on section 7 can be found on the 
ICO  website:  https://ico.org.uk/for-organisations/guide-to-data- 
protection/exemptions/). Each case will be discussed by the College’s 
Information Governance Manager, Head of IS, Director of Education and 
Training and Officer for Speciality Training. The College also has the right to 
object to the judge or presiding officer making the request if we believe that 
the information is irrelevant or unreasonable, such as because it relates to a 
third party who is not involved in proceedings. In this case, the College will 
seek legal advice and potentially challenge the request if justified. 
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In all cases the College will first seek consent from the data subject before 
releasing the data. 

 
 

Advice on using ePortfolio 
 
 

1. Keep reflective notes, as fully anonymised as possible. Other 
practitioners, patients, parents and staff should not be named or be 
readily identifiable from the information you provide. For example, 
instead of referring to patient Jane Smith, refer to them as patient X. 
Never include the patient ID number or name. Avoid including date of 
birth (if necessary refer to the patient’s approximate age), addresses or 
any unique condition or circumstance of that patient which may allow 
someone to identify them when used in conjunction with other 
information they have access to. Occasionally it will be unavoidable as 
the condition of a particular patient will be unique, but try and minimise 
the patient identifiable information that you provide 

 
2. Word the reflective notes in terms of: 

 
a. Brief Description: what are you reflecting on? outline the 

circumstance in general terms. Ensure that you anonymise data. 
You can describe a situation without including identifiable data. 
For example use ‘patient x’ or ‘Dr S’ instead of names or patient 
numbers. 

a. Feelings: what were your reactions or feelings to the event in 
general . Try not to be judgemental, both to yourself and others, 
particularly when your reactions and feelings are still raw. 

b. Evaluation: what was the outcome? what was good and could 
have been done differently about the event? 

c. Analysis: what have you learnt? What steps will you now take on 
the basis of what you have learnt? – this is the most important 
section and will allow the other sections to be brief , generic and 
unidentifiable . This section will demonstrate both the learning 
outcome and refection. 

d. Take advice from a senior , experienced colleague when writing 
reflection about cases that may be contentious or result in an 
investigation 

 
 

Most importantly, ePortfolio is an educational tool and not a medical record. It 
is important that trainees and trainers continue to participate openly and 
meaningfully with the appraisal process by continuing to use ePortfolio for 
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genuine and detailed reflection that adds value to learning. However, this 
should be done without including patient identifiable or personal data. In the 
event you are referred to the GMC (a rare event, but more likely than a 
criminal prosecution), they will want to see evidence of refection. Good 
reflective learning will support you. 

 
Over emotional reflections, written in the heat of the moment should be 
avoided, as should criticism of others or discussion of personal differences. 

 
If you are unfortunate enough to be involved in an incident with a serious 
outcome, it is helpful to set out the narrative on paper immediately so that the 
events are recorded while still fresh in your mind , but formally documented 
reflection is probably better done after some consideration. 

 
 

3. Data regarding trainees will be held by RCPCH for five years following 
achievement of certification of completion of training or five years after 
trainees have left the programme in line with GMC guidance and best 
practice. After this retention period, the records will be destroyed. If you 
need to retain any information after this period, you will need to ensure 
that you have downloaded the records 

 
4. If a request to release portfolio information is made directly to a trainee, 

advice should be sought from the Head of School or Regional Advisor 
and the trainees defence society 

 
5. Reflections following an SUI are important but a detailed description of 

the incident does not need to be stored in the e-portfolio. For example a 
trainee could reflect on an incident with their Educational Supervisor or 
TPD. The discussion, reflection and learning points could then be 
recorded in the portfolio without a need to include the identifying clinical 
details either as a reflective log or using a workplace-based 
assessment tool such as Case Based Discussion. 
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